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PROBLEM TO BE SOLVED: To reduce communication costs 
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distributed bases such as stores or houses, and allowing the 
distributed bases to conduct authority management in behalf of 
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SOLUTION: When a request for content use permission is 
issued from a user terminal, content use conditions registered 
in content management tables 3 and 13 are fulfilled and a 
terminal ID or a user ID is registered in terminal management 
tables 5 and 1 5, the content use permission and an encryption 
key, if necessary, are returned to the origin of the request for 
the content use permission by content managing means 6 and 
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at any time for receiving and preserving the down-loads of the 
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system. 
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* NOTICES * 

Japan Patent Office is not responsible for any 
damages caused by the use of this translation. 

1. This docum nt has b en translat d by computer. So the translation may not r fleet the original precisely. 

2. **** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



CLAIMS 

[Claim] ~ ~~ -— — 

[Claim 1] The contents managed table which registers the use conditions of a contents in the contents 
managerial system which manages a contents, The terminal control table which registers terminal ID or user ID 
which carries out use consent. The contents use managed table which matches with terminal ID or user ID 
which carried out use consent, and registers and manages the contents which carried out use consent, and its 
content which carried out use consent. When the contents use conditions registered into the above-mentioned 
contents managed table are fulfilled when there is a contents use consent demand from a user terminal, and 
terminal ID or user ID is registered into the above-mentioned terminal control table The contents management 
tool which returns an encryption key to contents use consent demand origin authorization of contents use, and 
in being required. While it connects with a center through a circuit the time of starting, or at any time and is 
saved in response to a down load of the above-mentioned contents managed table and a terminal control table 
The contents managerial system characterized by establishing a means to upload the content of the above- 
mentioned contents use managed table in the center, in a distributed position system through a circuit at any 
time. 

[Claim 2] The contents managerial system of the claim 1 publication characterized by having an unjust 
prevention means to make an operation of each above-mentioned means stop automatically when the operation 
status is checked when it connects with a center through the above-mentioned circuit, and proved that it is 
the unjust use status, in the above-mentioned distributed position system. 

[Claim 3] The contents managerial system of the claim 2 publication characterized by having a means tojudg 
with the unjust use status when the communication with the above-mentioned distributed position system, and 
between predetermined time and a center is not performed normally and an unjust access follows the above- 
mentioned distributed position system the number of predetermined times, or when a third person accesses 
unjustly the various above-mentioned tables in the above-mentioned distributed position system. 
[Claim 4] A means to register the use conditions of a contents into a contents managed table, A means to 
register into a terminal control table terminal ID or user ID which carries out use consent A means to match 
with terminal ID or user ID which carried out use consent, to register into a contents use managed table the 
contents which carried out use consent, and its content which carried out use consent, and to manage it, Wh n 
the contents use conditions registered into the above-mentioned contents managed table are fulfilled when 
there is a contents use consent demand from a user terminal, and terminal ID or user ID is registered into th 
above-mentioned terminal control table The contents management tool which returns an encryption key to 
contents use consent demand origin authorization of contents use, and in being required. While it connects with 
a center through a circuit the time of starting, or at any time and is saved in response to a down load of the 
above-mentioned contents managed table and a terminal control table The record medium which recorded th 
program operated as a center as a means to upload the content of the above-mentioned contents use manag d 
table, through a circuit at any time and in which computer reading is possible. 
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2. **** shows the word which can not be translated. 
3. In the drawings, any words are not translated. 



DETAILED DESCRIPTION 



[Detailed description] 
[0001] 

[The technical field to which invention belongs] this invention relates to the contents managerial system and 

record medium which manage a contents. 

[0002] 

[Prior art] If it applies only by the system installed in the store or the home when performing use and a 
management of contentss. such as music, conventionally, the management about the right of a contents cannot 
be performed but it will become difficult for a rightful claimant to acquire a just profit. For this reason, a 
contents right centralized-control center etc. is prepared, and it connects by the system and the telephone line 
which were installed in the store or the home, it concentrates in the concerned contents right centralized- 
control center, and is made to perform use consent of a contents, and capture of charging usage. 
[0003] 

[Object of the Invention] However, it connects with a contents right centralized-control center directly from a 
store or a home. In having collected by managing the charging usage in the contents right centralized-control 
center, while using in response to the down load of a desired contents There is the need of receiving a down 
load of the contents chosen from them in response to the list of the contentss which carry out a line 
connection a contents right centralized-control center and directly, and are used whenever it uses a contents 
etc. The amount of data transfer between a contents right centralized-control center, a store, or a home 
increased, and while the communication cost became high, there was a problem that much time will be needed 
etc. 

[0004] this invention aims at making the function of the concerned digital right box stop automatically, and 
preventing an unauthorized use, if the possibility of an unauthorized use is detected while establish a digital 
right box in distributed positions, such as a store and a home, a right management is made to execute by proxy 
and a reduction of a communication cost is aimed at, in order to solve these problems. 
[0005] 

[The means for solving a technical problem] With reference to drawing 1 and drawing 4 , a The means for 
solving a technical problem is explained. In drawing J and drawing 4 , the distributed position system 1 1 is a 
computer system prepared in the store or the home, and consists of a digital right box 12, a terminal 21, etc. 
[0006] It connects with a center 1 by the circuit if needed, and the digital right box 12 consists of the contents 
managed table 13, the contents use managed table 14, a terminal control table 15, a contents management tool 
16, a server cooperation means 17, etc. here. 

[0007] The contents managed table 13 registers and manages the use. conditions of a contents. The contents 
use managed table 14 is matched with terminal ID or user ID, and registers and manages the contents which 
carried out use consent, and its content which carried out use consent. 

[0008] A terminal control table 1 5 registers and manages terminal ID or user ID which carries out use consent. 
When the contents management tool 1 6 fulfills the contents use conditions registered into the contents 
managed table 13 when there is a contents use consent demand from a user terminal, and terminal ID or user 
ID is registered into the terminal control table 15, authorization of contents use, and in being required, it 
returns an encryption key to contents use consent demand origin. 

[0009] the server cooperation means 1 7 — the time of starting of the distributed position system 11. or at any 
time — a circuit — minding — a center 1 ; — connecting — saving it in response to a down , load of the 
contents managed table 13 and the terminal control table 15 **** — at any time — a circuit — minding — 
uploading the content of the contents use managed table 14 in, the center. 1 **** — etc. — it carries out 
[0010] Next, an operation is explained. The contents use conditions registered into the contents managed table 

13 when a contents use consent demand has the contents management tooM6.from a user terminal are 
fulfilled. And when terminal ID or user ID is registered into the terminal control table 15 Authorization of 
contents use, and in being required, it returns an encryption key to contents use consent demand origin. While 
the server cooperation means 17 conn cts with a center 1 through a circuit the time of starting of the 
distributed position syst m 11, or at any time and sav s it in response t a down load of th contents managed 
table 13 and the terminal control table 15 It is mad to upload the content of the contents us managed table 

14 in the center 1 through a circuit at any tim . 

[001 1] In this case, when the operation status is checked when the unjust prevention m ans 19 connects with a 
center 1 through a circuit, and proved that it is the unjust use status, it is made to stop an operation 
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automatically. 

[0012] Moreover, when the communication with the distributed position system 1 1, and during pr determined 

time and th center 1 is not performed normally and an unjust acc ss follows th distributed position system 

1 1 the number of predet rmined times, or when a third person acc sses unjustly the various tabl s in the 

distributed position system 1 1. it judg s with the unjust use status and is made to stop an operation. 

[001 3] Therefore, if the possibility of an unauthorized use is detected while establish the digital right box 1 2 in 

distributed positi ns. such as a store and a home, a right management is made to execut by proxy and a 

r duction of a communication cost is aimed at. it will be nabled to make th function of th concerned digital 

right box 12 stop automatically, and to prevent an unauthorized use. 

[0014] 

[Example] Next, the gestalt of enforcement of this invention and an operation are explained to a detail one by 
one from drawing 1 using drawing 5 . 

[0015] Drawing 1 shows the system configuration view of this invention. In drawing 1 , a center 1 carries out 
the centralized control of the contents, and consists of the digital right box cooperation means 2, the contents 
managed table 3. a contents use managed table 4, a terminal control table 5, a contents management tool 6. 
etc. here, 

[0016] The digital right box cooperation means 2 cooperates among two or more distributed position systems 
1 1 connected through the circuit 7. manages a contents, as shown in the flow chart of drawing 2 mentioned 
later, cooperates with the digital right box 12 prepared in the distributed position system 11. and manages a 
contents. 

[001 7] The contents managed table 3 manages the use conditions of a contents etc., and carries out the 
generalization management of the contents managed table 13 downloaded to the distributed position system 11 
(refer to (a) of drawing.,3 ). 

[0018] The contents use managed table 4 manages the use status of a contents, and carries out the 
generalization management of all the contents use managed tables 14 uploaded from the distributed position 
system 1 1 (refer to (c) of drawing 3 ). 

[0019] A terminal control table 5 manages all terminal IDs or user ID which permits use consent of a contents • 
(refer to (b) of drawing 3 ). The contents management tool 6 cooperates with the distributed position system 
1 1 , and carries out the generalization management of the operating condition of a contents. 
[0020] It connects with a center 1 through a circuit if needed, and the distributed position system 1 1 delivers 
and receives various data, it is the computer system prepared in the store or the home, and forms only the 
digital right box 12, the terminal 21. or the digital right box 12, and connects a terminal 21 through a circuit or 
LAN here. 

[0021] The digital right box 12 distributes and manages use consent and the operating condition of a contents, 
and consists of the contents managed table 13, the contents use managed table 14, a terminal control table 15, 
a contents management tool 16, a server cooperation means 17. etc. here. 

[0022] As the use conditions of a contents etc. are managed and it is shown in (a) of drawing 3 mentioned later, 
the contents managed table 13 is matched with contents ID, registers beforehand use conditions (use 
conditions, such as a duplicate, an audition, and BGM), and saves them in response to a down load from a 
center 1. 

[0023] The contents use managed table 1 4 registers and manages the use status of a contents, and as shown 
in (c) of drawing 3 mentioned later, it registers and manages contents ID which was matched and was used for 
terminal ID or user ID and a use result (for example, reproducing CD to an audition and a medium sale), use 
time, a user name, sales, etc. The content of the contents use managed table 14 is registered into the contents 
use managed table 4 by the side of a center through a circuit in periodical, or serial and the center 1 , and 
carries out a batch management. 

[0024] A terminal control table 15 registers beforehand terminal ID or user ID with the capability to which us 
of a contents is permitted, as terminal ID or user ID using a contents is registered beforehand and it is shown in 
(b) of drawing 3 mentioned later. The content of this terminal control table 1 5 is downloaded and registered into 
the concerned terminal control table 14 in the digital right box S12 from a center 1 by S1 of drawing 2 
mentioned later. 

[0025] registering the content which returned the encryption key to contents use consent demand origin 
authorization of contents use, and when required, or carried out use consent, and managing, when a contents 
management tool 16 fulfills the contents use conditions registered into the contents managed table 13 when 
use of a contents is managed and there is a contents use consent demand from a terminal 21, and terminal ID 
or a user ID are registered into a terminal control table 15 **** — etc. — it: carries out 

[0026] the server cooperation means 17 — the time of starting of the distributed position system 11, or at any 
time — a circuit — minding — a center 1 — connecting — saving it in response to a down load of the 
contents managed tabl 13 and the terminal control table 15 **** — at any time — a circuit — minding — 
uploading the content of the contents us managed tabl 14 in the center 1 **** — etc. — it carries out 
[0027] a terminal 21 — th digital right box 12 — connecting — a use consent demand of a contents — 
notifying — a down load of a contents — receiving — that a us r uses th concerned contents (use) **** — 
etc. — it carries out and consists of the contents use means 22, a processing means 23, an input unit 24. an 
output unit 25, etc. 

[0028] using the contents which the contents use means 22 gave th contents use consent demand to the 
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digital right box 12. and use c nsent was permitted, received the down load of a contents and an ncryption 
key, or th down load of only an encryption key which carries out decode from CD which was set in the 
terminal 21. and which was ****»*ed beforehand, and d coded by the ncryption key (for example, music 
audition) **** — etc. — it carries out 

[0029] that the processing means 23 restores the contents which performs various processings and can be 
decode-used on the basis of an encryption key **** — etc. — it carries out carrying out on s I ction (for 
exampl , clicking on with a mouse selection) of the contents which an input unit 24 inputs various data and 
designation, and displays a contents list on the screen of an output unit 25, for xampl , is us d from the 
concerned list **** — etc. — it carries out 

[0030] Output units 25 are various output units, such as display which displays the list of contentss etc.. a 
loudspeaker which utters music when a contents is music, and the recording equipment which records music to 
a cassette tape. 

[0031] Next according to the order of the flow chart of drawing 2 , an operation of the configuration of drawing 
1 is explained in detail. Drawing 2 shows the explanation flow chart of this invention of operation. 
[0032] In drawing 2 . S1 transmits a contents managed table and a terminal control table. As for this, the digital 
right box cooperation means 2 of the center 1 of drawing 1 transmits the content of the contents managed 
table 3 and the terminal control table 5 to the digital right box 12 in the distributed position system 1 1 through 
a circuit 7. 

[0033] S2 receives and accumulates a contents managed table and a terminal control table. This registers into 
the own contents managed table 13 and the own terminal control table 15 the content of the contents managed 
table which the digital right box 12 received, and a terminal control table, and accumulates it. It means that it 
changed into the status that the contents managed table 1 3 and the terminal control table 1 5 in the digital right 
box 12 prepared in the distributed position system 11 are initialized by this (the content downloads, is 
registered and initializes from a center 1). and it can be used. 

[0034] S3 checks the operation status. The operation status of the concerned digital right box 1 2 is checked 
ignited by this having been received and accumulated from the center 1 by S2. When it proves that it is used 
improperly, a communication is not normally performed with a center 1 between -, for example, two days. Wh n 
there is an unjust access which does not have authorization in the various tables in - digital right box 12 when 
are judged with the unauthorized use status and an unjust access follows - digital right box 12 the number of 
predetermined times through a circuit from the exterior It carries out by the ability to stop an operation 
automatically and not using it, and when it proves that it is not used improperly on the other hand, subsequent 
S6 etc. is processed and use consent of a contents etc. is performed. 

[0035] S4 chooses the contents which a terminal 21 uses (for example, selection of CD which it tries listening). 
A user operates the terminal 21 of drawing 1 and this chooses one contents which wants to display and try 
listening a contents list on a screen. 

[0036] S5 notifies a use application (report of the purport which it tries listening) of a contents to the digital 
right box 12. The digital right box 12 where S6 received the notice of S5 performs a right management of a 
contents. This about the contents in which the contents management tool 16 which constitutes the digital right 
box 1 2 received the notice of an audition demand The contents managed table 1 3 of (a) of drawing. 3 mentioned 
later is referred to. here Since it proved that concerned terminal ID or concerned user ID which carried out the 
audition demand was registered with reference to the terminal control table 1 5 here, and there was audition 
capability further since audition authorization is registered While it answers the terminal 21 of audition 
authorization of contents request origin, the contents use status is memorized. 

[0037] S7 manages an encryption key. Since this was determined as the licence (for example, audition 
authorization of CD) of a contents by S6, it notifies a contents to the terminal 21 of request [ the encryption 
key which carries out decode ] origin. 

[0038] S8 uses a contents (for example, audition of CD). Since this received the licence of a contents by S6 
and received the encryption key which carries out the decode of the contents by S7, it carries out the decode 
of the enciphered contents which the contents use means 22 in the concerned terminal 21 read from the 
enciphered contents which was downloaded from the digital right box 12 using the encryption key, or CD 
distributed beforehand, and uses the concerned contents (for example, uttering the music in CD audition). 
[0039] S9 notifies the use result of a contents (for example, report of the audition result of CD). The digital 
right box 12 where S10 received the report of the use result of the contents from the terminal 21 of S9 
manages the use result of a contents. Here, contents ID which was matched and was used for terminal ID (or 
user ID) which used the contents for the contents use managed table 14 shown in (c) of drawing 3 which the 
contents management tool 16 in the digital right box 12 mentions later, use results (for example, an audition, a 
duplicate, etc.), use time, a user name, sales, etc. are registered and managed. 

[0040] S11 transmits the use managed table of a contents. This transmits collectively the use status of the 
contents which registers into the contents use managed tabl 14, and has be n managed by S10 at any time or 
periodically to a center 1. 

[0041] SI 2 performs an operation status check in the digital right box 12. Lik S3, this cannot perform whether 
the digital right box 12 is us d improperly and an unauthoriz d us according [ wh n / which was checked and 
mentioned abov / it proves that it has used improperly, stop an operation of the digital right box 1 2 
automatically, and ] to a third p rson. and carries out them. 

[0042] S13 receives the use managed table of a contents. This rec ives by the center 1 side, the content of 
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the contents use managed table 14 transmitted by S11 is registered into the contents use managed table 4 by 
the side of a center 1. and it carries out a g neralization management, totals with a moon bundle etc., and is 
made to coll ct each user ID (or terminal ID) of every. 

[0043] By the abov , form th distributed position system 11 in a store, a horn , etc., and it connects with a 
center 1 by th circuit if needed, respectiv ly. From a center 1. in response to a transfer of the content of a 
contents managed table and a terminal control table, the digital right box 1 2 prepared in the concern d 
distributed position system 1 1 registers with the own contents managed table 1 3 and the own terminal control 
tabl 15, and is accumulated. When there is a contents us consent demand from a terminal 21, use of the 
contents which had the demand with reference to the these contentss managed table 13 and the terminal 
control table 15 is permitted. When there is use capability of a contents, while it answers a terminal 21, a 
contents licence and an encryption key and on the basis of the use report from a terminal 21 (on or basis 
[ information / when carrying out use authorization ]) The use result of a contents is registered and managed 
on the contents use managed table 14. And it is periodically enabled to transmit the content of the contents 
use managed table 14 to a center 1, to carry out a batch management by the center 1 side serially, to total the 
use result of a contents for every user, and to perform accounting etc. 

[0044] Drawing 3 shows the example of a table of this invention, (a) of drawing 3 shows the example of a 
contents managed table. It prepares in the digital right box 12 of drawing 1 , and manages, and this contents 
managed table 13 is matched with contents ID of a contents, and from a center 1, in response to a down load, 
illustration carries out as-follows registration of the use conditions of the concerned contents etc., and it 
accumulates them. 
[0045] 

- Contents ID:#1 1 1 - use conditions : A duplicate, an audition, BGM, etc. - rightful claimant information : - 
distribution information : Information required in order to distribute a use tariff - others : Here, a rightful 
claimant information is an information which is shown in (a-1) of drawing 4 . A distribution information is an 
information required in order to distribute a use tariff to a rightful claimant. 

[0046] (a-1) of drawing 3 shows the detail (contents #1 1) of the rightful claimant information of (a) on drawing 
3 . Here, distinction of use conditions (use conditions, such as sale, a sample, a promotion, and loan) is shown. in 
a lateral card column, and an output (outputs, such as a duplicate, a display, a voice output, and printing) is 
shown in a lengthwise card column. It is beforehand set as the detail of the use gestalt at each use conditions 
(use conditions, such as sale, a sample, a promotion, and loan) of every about the output (for example, outputs, 
such as a duplicate, a display, a voice output, and printing). For example, it sets up so that it may say that a x 
moon x day to" a duplicate is permitted in the case of an output "a duplicate" about use conditions "sale." By 
this, a duplicate will be permitted from a x moon x day about contents #1 1 of illustration. 

[0047] (b) of drawing 3 shows the example of a terminal control table. This terminal control table 1 5 downloads 
and registers like illustration terminal ID or user ID which has in a contents the capability using CD distributed 
beforehand to a down load or a contents from a center 1 . 

[0048] (c) of drawing 3 shows the example of a contents use managed table. This contents use managed table 
14 is formed in the digital right box 12 of drawing 1 , is managed, and registers and manages contents ID and 
the use result of a contents which were matched and were used for terminal ID (or user ID). 
[0049] 

- Terminal ID(user ID):#1 1 1 and contents ID : #1 1 and use result : Duplicate / use time : - user name : - sales : 

- others : Drawing 4 shows the digital right box detailed block diagram of this invention. This is the detailed 
block diagram of the digital right box 1 2 of drawing , and since 1 3 to 1 7 is the same as that of the thing of the 
same number of drawing 1 , it omits an explanation. 

[0050] that the contents data registration means 18 registers the data (terminal ID, used contents ID. a use 
(use) result, data, such as use time, a user name, and sales) of the contents which carried out use consent into 
the contents use managed table 1 5 in drawing_4 **** — etc. — it carries out 

[0051] As a result of the check of S3 and S1 2 of drawing 2 mentioned already, the unjust prevention means 19 
prevents an unauthorized use of the digital right box 12, when proved that it is an unauthorized use, it stops an 
operation of the concerned digital right box 1 2 automatically, and it prevents an unauthorized use. 
[0052] The encryption management tool 20 manages the encryption key which carries out the decode of the 
contents, and it manages the concerned encryption key so that a third person may decode a contents unjustly 
and cannot use it (use). 

[0053] Drawing 5 shows the unauthorized use prevention flow chart of this invention. In drawing 5 . S21 
transmits a contents managed table and a terminal control table to DRB (digital right box 1 2) from a center. 
[0054] S22 performs a use management of a contents in DRB. The digital right box 12 of drawing 1 which, 
received the transfer of a contents managed table and a terminal control table from the center 1 by S21 
registers this into the interior as the contents managed table 13 and a terminal control table 15. and the 
information is accumulated. Corresponding to a use cons nt d mand of the contents from a terminal 21, the 
us conditions of a contents are fulfilled with reference to the thes cont ntss managed table 13 and th 
terminal control table 1 5. And when it proves that it has just contents use capability, while use consent and the 
encryption key of a contents are notified and us of a contents is permitted, the use status of a contents is 
regist red into the contents use managed tabl 14, and is manag d. 

[0055] S23 transmits a contents use managed table to a center from DRB. This transmits the content of the 
contents use managed tabl 14 which registers and manages the use status of a contents by S22 to a center 1. 
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carries out a batch manag m nt in the cone rned center 1 . and it performs collection of money etc. 
collectively [ this ]. 

[0056] S24 is distinguish d in a communication error. In YES. it progresses S25. In NO. since the content of th 
contents use managed table 14 was normally transmitted to the center 1 from the digital right box 12 of S23. it 
terminates normally. 

[0057] Sine it proved that the communication error g nerated S25 by YES of S24. it distinguish s further 
wh ther the error exce ded the threshold. In YES. since it prov d that the communication error b tween th 
digital right box 12 and the center 1 was used improperly xceeding a threshold, the self-stall 12. i.e.. a digital 
right box, carries out a halt of operation by S26, and an unauthorized use is prevented. On the other hand, by 
S27, in NO of S25, an error is recorded and it ends to it. 

[0058] When a communication error arises from the digital right box 12 more than the number of times of 
predetermined in the center 1 by the above following the case where a transfer etc. carries out the content of 
the contents use managed table 14 etc. It is enabled to judge that the digital right box 12 is used improperly 
and for the concerned digital right box 12 to stop an operation in person automatically, and to re-be made not 
to operate, even if it returns on power or it resets, to detect an unauthorized use automatically, and to stop an 
operation. In addition, as S3 and S12 of drawing 2 mentioned already described besides when the above- 
mentioned communication error continues the number of predetermined times, judging with an unauthorized use 
When an unjust access follows the digital right box 12 the number of predetermined times through a circuit or a 
network judge with an unauthorized use, or When the various tables in the digital right box 12 are accessed 
without a specific enabling signal, it judges with an unauthorized use. these cases — the same — the digital 
right box 12 — self — an operation — stopping — a power reclosing — even if it resets, it is [ re-] made not 
to operate, and the unauthorized use is prevented 
[0059] 

[Effect of the invention] If the possibility of an unauthorized use is detected while according to this invention 
establish the digital right box 12 in distributed positions, such as a store and a home, a right management is 
made to execute by proxy and a reduction of a communication cost is aimed at, as explained above, it will be 
enabled to make the function of the concerned digital right box 12 stop automatically, and to prevent an 
unauthorized use. 



[Translation done.] 
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* NOTICES * 

Japan Patent Office is not responsible for any 
damages caused by the use of this translation. 

1. This document has b en translated by computer. So th translation may not reflect the original precisely. 

2. **** shows th word which can not be translated. 
3.1n the drawings, any words are not translated. 



TECHNICAL FIELD 

[The technical field to which invention belongs] this invention relates to the contents managerial system and 
record medium which manage a contents. 
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* NOTICES * 

Japan Patent Office is not responsible for any 
damages caused by the use of this translation. 

1. This docum nt has b en translat d by computer. So the translation may not reflect the original pr cisely. 

2. **** shows th word which can not be translated. 
3. In the drawings, any words are not translated. 



PRIOR ART 

[Prior art] If it applies only by the system installed in the store or the home when performing use and a 
management of contentss. such as music, conventionally, the management about the right of a contents cannot 
be performed but it will become difficult for a rightful claimant to acquire a just profit For this reason, a 
contents right centralized-control center etc. is prepared, and it connects by the system and the telephone line 
which were installed in the store or the home, it concentrates in the concerned contents right centralized- 
control center, and is made to perform use consent of a contents, and capture of charging usage. 
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2.**** shows the word which can not be translated. 
3. In the drawings, any words are not translated. 



EFFECT OF THE INVENTION 

[Effect of the invention] If the possibility of an unauthorized use is detected while according to this invention 
establish the digital right box 12 in distributed positions, such as a store and a home, a right management is 
made to execute by proxy and a reduction of a communication cost is aimed at, as explained above, it will be 
enabled to make the function of the concerned digital right box 1 2 stop automatically, and to prevent an 
unauthorized use. 
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* NOTICES * 

Japan Patent Office is not responsible for any 
damages caused by the use of this translation. 

LThis document has been translated by computer. So th translation may not reflect the original precisely. 
2.**** shows th word which can not be translated. 
3.1n the drawings, any words are not translated. 



TECHNICAL PROBLEM 

[Object of the Invention] However, it connects with a contents right centralized-control center directly from a 
store or a home. In having collected by managing the charging usage in the contents right centralized-control 
center, while using in response to the down load of a desired contents There is the need of receiving a down 
load of the contents chosen from them in response to the list of the contentss which carry out a line 
connection a contents right centralized-control center and directly, and are used whenever it uses a contents 
etc. The amount of data transfer between a contents right centralized-control center, a store, or a home 
increased, and while the communication cost became high, there was a problem that much time will be needed 
etc. 

[0004] this invention aims at making the function of 'the concerned digital right box stop automatically, and 
preventing an unauthorized use, if the possibility of an unauthorized use is detected while establish a digital 
right box in distributed positions, such as a store and a home, a right management is made to execute by proxy 
and a reduction of a communication cost is aimed at, in order to solve these problems. 
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Japan Patent Office is not responsible for any 
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2. **** shows the word which can not b translated. 
3.1n the drawings, any words are not translated. 



MEANS 

[The means for solving a technical problem] With reference to drawing 1 and drawing 4 , a The means for 
solving a technical problem is explained. In drawing 1 and drawing 4 , the distributed position system 1 1 is a 
computer system prepared in the store or the home, and consists of a digital right box 12, a terminal 21, etc. 
[0006] It connects with a center 1 by the circuit if needed, and the digital right box 1 2 consists of the contents 
managed table 13, the contents use managed table 14, a terminal control table 15, a contents management tool 
16. a server cooperation means 17. etc. here. 

[0007] The contents managed table 13 registers and manages the use conditions of a contents. The contents 
use managed table 14 is matched with terminal ID or user ID. and registers and manages the contents which 
carried out use consent, and its content which carried out use consent. 

[0008] A terminal control table 1 5 registers and manages terminal ID or user ID which carries out use consent. 
When the contents management tool 1 6 fulfills the contents use conditions registered into the contents 
managed table 13 when there is a contents use consent demand from a user terminal, and terminal ID or user 
ID is registered into the terminal control table 15, authorization of contents use, and in being required, it 
returns an encryption key to contents use consent demand origin. 

[0009] the server cooperation means 17 — the time of starting of the distributed position system 11, or at any 
time — a circuit — minding — a center 1 — connecting — saving it in response to a down load of the 
contents managed table 13 and the terminal control table 15 **** — at any time — a circuit — minding — 
uploading the content of the contents use managed table 14 in the center 1 **** — etc. — it carries out 
[0010] Next, an operation is explained. The contents use conditions registered into the contents managed table 

13 when a contents use consent demand has the contents management tool 16 from a user terminal are 
fulfilled. And when terminal ID or user ID is registered into the terminal control table 15 Authorization of 
contents use, and in being required, it returns an encryption key to contents use consent demand origin. While 
the server cooperation means 1 7 connects with a center 1 through a circuit the time of starting of the 
distributed position system 1 1, or at any time and saves it in response to a down load of the contents managed 
table 13 and the terminal control table 15 It is made to upload the content of the contents use managed table 

14 in the center 1 through a circuit at any time. 

[001 1] In this case, when the operation status is checked when the unjust prevention means 19 connects with a 
center 1 through a circuit, and proved that it is the unjust use status, it is made to stop an operation 
automatically. 

[0012] Moreover, when the communication with the distributed position system 1 1. and during predetermined 
time and the center 1 is not performed normally and an unjust access follows the distributed position system 
1 1 the number of predetermined times, or when a third person accesses unjustly the various tables in the 
distributed position system 1 1, it judges with the unjust use status and is made to stop an operation. 
[0013] Therefore, if the possibility of an unauthorized use is detected while establish the digital right box 12 in 
distributed positions, such as a store and a home, a right management is made to execute by proxy and a 
reduction of a communication cost is aimed at, it will be enabled to make the function of the concerned digital 
right box 12 stop automatically, and to prevent an unauthorized use. 
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* NOTICES * 

Japan Patent Office is not responsible for any 
damages caused by the use of this translation. 

1. This document has b en translated by computer. So the translation may not reflect the original precisely. 

2. **** shows th word which can not be translat d. 
3.1n the drawings, any words are not translated. 



EXAMPLE 

[Example] Next, the gestalt of enforcement of this invention and an operation are explained to a detail one by 
one from drawing 1 using drawing 5 . 

[0015] Drawing J shows the system configuration view of this invention. In drawing 1 , a center 1 carries out 
the centralized control of the contents, and consists of the digital right box cooperation means 2, the contents 
managed table 3, a contents use managed table 4, a terminal control table 5, a contents management tool 6, 
etc. here. 

[001 6] The digital right box cooperation means 2 cooperates among two or more distributed position systems 
1 1 connected through the circuit 7, manages a contents, as shown in the flow chart of drawing 2 mentioned 
later, cooperates with the digital right box 12 prepared in the distributed position system 1 1, and manages a 
contents. 

[001 7] The contents managed table 3 manages the use conditions of a contents etc., and carries out the 
generalization management of the contents managed table 13 downloaded to the distributed position system 11 
(refer to (a) of drawing 3 ). 

[0018] The contents use managed table 4 manages the use status of a contents, and carries out the 
generalization management of all the contents use managed tables 14 uploaded from the distributed position 
system 1 1 (refer to (c) of drawing 3 ). 

[0019] A terminal control table 5 manages all terminal IDs or user ID which permits use consent of a contents 
(refer to (b) of drawing 3 ). The contents management tool 6 cooperates with the distributed position system 
1 1, and carries out the generalization management of the operating condition of a contents. 
[0020] It connects with a center 1 through a circuit if needed, and the distributed position system 1 1 delivers 
and receives various data, it is the computer system prepared in the store or the home, and forms only the 
digital right box 12, the terminal 21, or the digital right box 12, and connects a terminal 21 through a circuit or 
LAN here. 

[0021] The digital right box 12 distributes and manages use consent and the operating condition of a contents, 
and consists of the contents managed table 13. the contents use managed table 14, a terminal control table 15, 
a contents management tool 1 6, a server cooperation means 1 7, etc. here. 

[0022] As the use conditions of a contents etc. are managed and it is shown in (a) of drawing_3 mentioned later, 
the contents managed table 13 is matched with contents ID, registers beforehand use conditions (use 
conditions, such as a duplicate, an audition, and BGM), and saves them in response to a down load from a 
center 1. 

[0023] The contents use managed table 14 registers and manages the use status of a contents, and as shown 
in (c) of drawing 3 mentioned later, it registers and manages contents ID which was matched and was used for 
terminal ID or user ID and a use result (for example, reproducing CD to an audition and a medium sale), use 
time, a user name, sales, etc. The content of the contents use managed table 14 is registered into the contents 
use managed table 4 by the side of a center through a circuit in periodical, or serial and the center 1, and 
carries out a batch management. v 

[0024] A terminal control table 15 registers beforehand terminal ID or user ID with the capability to which use 
of a contents is permitted, as terminal ID or user ID using a contents is registered beforehand and it is shown in 
(b) of .drawjn^J* mentioned later. The content of this terminal control table 15 is downloaded and registered into 
the concerned terminal control table 14 in the digital right box S12 from a center 1 by S1 of drawing 2 
mentioned later. 

[0025] registering the content which returned the encryption key to contents use consent demand origin 
authorization of contents use, and when required, or carried out use consent, and managing, when a contents 
management tool 16 fulfills the contents use conditions registered into the contents managed table 13 when 
use of a contents is managed and there is a contents use consent demand from a terminal 21, and terminal ID 
or a user ID are registered into a terminal control table 15 **** — etc. — it carries out 

[0026] the server cooperation means 17 — the time of starting of the distributed position system 11, or at any 
time — a circuit — minding — a center 1 — connecting — saving it in r sponse to a down load of the 
contents managed table 13 and the t rminal control table 15 **** — at any tim — a circuit — minding — 
uploading the content of the cont nts use managed table 14 in th center 1 **** — etc. — it carries out 
[0027] a terminal 21 — the digital right box 12 — connecting — a us consent demand of a contents — 
notifying — a down load of a contents — receiving — that a user uses the concerned contents (use) **** — 
etc. — it carries out and consists of the contents us means 22, a processing means 23. an input unit 24, an 
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output unit 25. tc. 

[0028] using the contents which the contents use means 22 gave the contents us cons nt demand to the 
digital right box 12, and us consent was permitted, received the down load of a contents and an encryption 
key. or th down load of only an encryption key which carries out decode from CD which was set in the 
terminal 21, and which was ******ed beforehand, and decoded by th encryption k y (for example, music 
audition) **** — tc. — it carri s out 

[0029] that th pr cessing means 23 restor s the contents which performs various processings and can be 
d cod -used on the basis of an encryption key **** — etc. — it carries out carrying out on selection (for 
example, clicking one with a mouse selection) of the contents which an input unit 24 inputs various data and 
designation, and displays a contents list on the screen of an output unit 25, for example, is used from the 
concerned list **** — etc. — it carries out 

[0030] Output units 25 are various output units, such as display which displays the list of contentss etc., a 
loudspeaker which utters music when a contents is music, and the recording equipment which records music to 
a cassette tape. 

[0031] Next, according to the order of the flow chart of drawing 2 , an operation of the configuration of drawing 
1 is explained in detail. Drawing 2 shows the explanation flow chart of this invention of operation. 
[0032] In drawing 2 , S1 transmits a contents managed table and a terminal control table. As for this, the digital 
right box cooperation means 2 of the center 1 of drawing 1 transmits the content of the contents managed 
table 3 and the terminal control table 5 to the digital right box 12 in the distributed position system 1 1 through 
a circuit 7. 

[0033] S2 receives and accumulates a contents managed table and a terminal control table. This registers into 
the own contents managed table 13 and the own terminal control table 15 the content of the contents managed 
table which the digital right box 12 received, and a terminal control table, and accumulates it. It means that it 
changed into the status that the contents managed table 13 and the terminal control table 15 in the digital right 
box 12 prepared in the distributed position system 11 are initialized by this (the content downloads, is 
registered and initializes from a center 1). and it can be used. 

[0034] S3 checks the operation status. The operation status of the concerned digital right box 12 is checked 
ignited by this having been received and accumulated from the center 1 by S2. When it proves that it is used 
improperly, a communication is not normally performed with a center 1 between — , for example, two days. Wh n 
there is an unjust access which does not have authorization in the various tables in - digital right box 12 when 
are judged with the unauthorized use status and an unjust access follows - digital right box 12 the number of 
predetermined times through a circuit from the exterior It carries out by the ability to stop an operation 
automatically and not using it, and when it proves that it is not used improperly on the other hand, subsequent 
S6 etc. is processed and use consent of a contents etc. is performed. 

[0035] S4 chooses the contents which a terminal 21 uses (for example, selection of CD which it tries listening). 
A user operates the terminal 21 of drawing 1 and this chooses one contents which wants to display and try 
listening a contents list on a screen. 

[0036] S5 notifies a use application (report of the purport which it tries listening) of a contents to the digital 
right box 1 2. The digital right box 1 2 where S6 received the notice of S5 performs a right management of a 
contents. This about the contents in which the contents management tool 16 which constitutes the digital right 
box 1 2 received the notice of an audition demand The contents managed table 1 3 of (a) of drawing 3 mentioned 
later is referred to. here Since it proved that concerned terminal ID or concerned user ID which carried out the 
audition demand was registered with reference to the terminal control table 15 here, and there was audition 
capability further since audition authorization is registered While it answers the terminal 21 of audition 
authorization of contents request origin, the contents use status is memorized. 

[0037] S7 manages an encryption key. Since this was determined as the licence (for example, audition 
authorization of CD) of a contents by S6, it notifies a contents to the terminal 21 of request [ the encryption 
key which carries out decode ] origin. 

[0038] S8 uses a contents (for example, audition of CD). Since this received the licence of a contents by S6 
and received the encryption key which carries out the decode of the contents by S7, it carries out the decode 
of the enciphered contents which the contents use means 22 in the concerned terminal 21 read from the 
enciphered contents which was downloaded from the digital right box 12 using the encryption key, or CD 
distributed beforehand, and uses the concerned contents (for example, uttering the music in CD audition). 
[0039] S9 notifies the use result of a contents (for. example, report of the audition result of CD). The digital 
right box 12 where S10 received the report of the use result of the contents from the terminal 21 of S9 
manages the use result of a contents. Here, contents ID which was matched and was used for terminal ID (or 
user ID) which used the contents for the contents use managed table 14 shown in (c) of drawing 3 which the 
contents management tool 16 in the digital right box 12 mentions later, use results (for example, an audition, a 
duplicate, etc.), use tim , a user name, sal s, etc. are registered and managed. 

[0040] S1 1 transmits the use managed table of a contents. This transmits coll ctiv ly the use status of the 
contents which r gisters into th contents us managed table 14, and has be n managed by S10 at any time or 
periodically to a center 1. 

[0041] SI 2 performs an operation status check in th digital right box 12. Like S3, this cannot perform whether 
the digital right box 12 is used improperly and an unauthorized use according [ when / which was checked and 
mentioned above / it proves that it has used improperly, stop an operation of the digital right box 1 2 
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automatically, and ] to a third person, and carri s out them. 

[0042] S13 receiv s the use managed table of a contents. This rec ives by th center 1 side, the content of 
the contents us managed table 14 transmitted by S1 1 is registered into the contents use managed table 4 by 
the side of a cent r 1, and it carries out a generalization management, totals with a mo n bundl etc., and is 
mad to coll ct each user ID (or t rminal ID) of every. 

[0043] By the abov , form the distribut d position system 1 1 in a store, a horn , etc., and it connects with a 
cent r 1 by the circuit if needed, respectively. From a c nter 1, in response to a transf r of the content of a 
contents manag d tabl and a terminal control table, the digital right box 1 2 prepared in the concern d 
distributed position system 1 1 registers with the own contents managed table 13 and the own terminal control 
table 15. and is accumulated. When there is a contents use consent demand from a terminal 21. use of the 
contents which had the demand with reference to the these contentss managed table 13 and the terminal 
control table 15 is permitted. When there is use capability of a contents, while it answers a terminal 21, a 
contents licence and an encryption key and on the basis of the use report from a terminal 21 (on or basis 
[ information / when carrying out use authorization ]) The use result of a contents is registered and managed 
on the contents use managed table 14. And it is periodically enabled to transmit the content of the contents 
use managed table 14 to a center 1, to carry out a batch management by the center 1 side serially, to total the 
use result of a contents for every user, and to perform accounting etc. 

[0044] Drawing 3 shows the example of a table of this invention, (a) of drawing 3 shows the example of a 
contents managed table. It prepares in the digital right box 1 2 of drawjng.,1 . and manages, and this contents 
managed table 1 3 is matched with contents ID of a contents, and from a center 1 , in response to a down load, 
illustration carries out as-follows registration of the use conditions of the concerned contents etc., and it 
accumulates them. 
[0045] 

- Contents ID:#1 1 1 - use conditions : A duplicate, an audition, BGM, etc. - rightful claimant information : - 
distribution information : Information required in order to distribute a use tariff - others : Here, a rightful 
claimant information is an information which is shown in (a-1) of drawing 4 . A distribution information is an 
information required in order to distribute a use tariff to a rightful claimant. 

[0046] (a-1) of drawing 3 shows the detail (contents #1 1) of the rightful claimant information of (a) on drawing 
3 . Here, distinction of use conditions (use conditions, such as sale, a sample, a promotion, and loan) is shown in 
a lateral card column, and an output (outputs, such as a duplicate, a display, a voice output, and printing) is 
shown in a lengthwise card column. It is beforehand set as the detail of the use gestalt at each use conditions 
(use conditions, such as sale, a sample, a promotion, and loan) of every about the output (for example, outputs, 
such as a duplicate, a display, a voice output, and printing). For example, it sets up so that it may say that a "x 
moon x day to" a duplicate is permitted in the case of an output "a duplicate" about use conditions "sale." By 
this, a duplicate will be permitted from a x moon x day about contents #1 1 of illustration. 

[0047] (b) of drawing 3 shows the example of a terminal control table. This terminal control table 15 downloads 
and registers like illustration terminal ID or user ID which has in a contents the capability using CD distributed 
beforehand to a down load or a contents from a center 1 . 

[0048] (c) of drawjng .3 shows the example of a contents use managed table. This contents use managed tabl 
14 is formed in the digital right box 12 of drawing 1 , is managed, and registers and manages contents ID and 
the use result of a contents which were matched and were used for terminal ID (or user ID). 
[0049] 

- Terminal ID(user ID):#1 1 1 and contents ID : #1 1 and use result : Duplicate / use time : - user name : - sales : 

- others : Drawing 4 shows the digital right box detailed block diagram of thjs invention. This is the detailed 
block diagram of the digital right box 1 2 of drawing 1 , and since 1 3 to 1 7 is the same as that of the thing of the 
same number of drawing 1 , it omits an explanation. 

[0050] that the contents data registration means 18 registers the data (terminal ID, used contents ID, a use 
(use) result, data, such as use time, a user name, and sales) of the contents which carried out use consent into 
the contents use managed table 1 5 in drawing 4 **** — etc. — it carries out 

[0051] As a result of the check of S3 and S12 of drawing 2 mentioned already, the unjust prevention means 19 
prevents an unauthorized use of the digital right box 12. when proved that it is an unauthorized use, it stops an 
operation of the concerned digital right box 12 automatically, and it prevents an unauthorized use. 
[0052] The encryption management tool 20 manages the encryption key which carries out the decode of the 
contents, and it manages the concerned encryption key so that a third person may decode a contents unjustly 
and cannot use it (use). 

[0053] Drawing 5 shows the unauthorized use prevention flow chart of this invention. In drawing 5 , S21 
transmits a contents managed table and a terminal control table to DRB (digital right box 1 2) from a center. 
[0054] S22 performs a use management of a contents in DRB. The digital right box 1 2 of drawing 1 which 
received the transfer of a contents managed table and a terminal control table from the center 1 by S21 
regist rs this into the int rior as the contents manag d table 13 and a terminal control tabl 15, and the 
information is accumulated. Corresponding to a use consent demand of the contents from a terminal 21, the 
use conditions of a contents are fulfill d with ref rence to the thes contentss managed table 13 and the 
terminal control tabl 15. And when it proves that it has just contents use capability, while use consent and the 
encryption key of a contents are notified and us of a contents is permitted, the use status of a contents is 
registered into the contents use managed table 14. and is managed. 
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[0055] S23 transmits a contents use manag d table to a center from DRB. This transmits the cont nt of the 
contents use managed table 14 which r gist rs and manages the us status of a contents by S22 to a center 1. 
carries out a batch management in the cone rned center 1, and it performs collection of mon y etc. 
coll ctiv ly [ this ]. 

[0056] S24 is distinguished in a communication error. In YES. it progresses S25. In NO. sine the content of th 
contents us managed table 14 was normally transmitted to th center 1 from the digital right box 12 of S23. it 
terminates normally. 

[0057] Since it proved that th communication error g nerated S25 by YES of S24. it distinguish s further 
whether the error exceeded the threshold. In YES. since it proved that the communication error between the 
digital right box 12 and the center 1 was used improperly exceeding a threshold, the self-stall 12. i.e., a digital 
right box, carries out a halt of operation by S26, and an unauthorized use is prevented. On the other hand, by 
S27, in NO of S25, an error is recorded and it ends to it. 

[0058] When a communication error arises from the digital right box 12 more than the number of times of 
predetermined in the center 1 by the above following the case where a transfer etc. carries out the content of 
the contents use managed table 14 etc. It is enabled to judge that the digital right box 12 is used improperly 
and for the concerned digital right box 1 2 to stop an operation in person automatically, and to re-be made not 
to operate, even if it returns on power or it resets, to detect an unauthorized use automatically, and to stop an 
operation. In addition, as S3 and S12 of drawing 2 mentioned already described besides when the above- 
mentioned communication error continues the number of predetermined times, judging with an unauthorized us 
When an unjust access follows the digital right box 12 the number of predetermined times through a circuit or a 
network, judge with an unauthorized use, or When the various tables in the digital right box 12 are accessed 
without a specific enabling signal, it judges with an unauthorized use. these cases — the same — the digital 
right box 12 — self — an operation — stopping — a power reclosing — even if it resets, it is [ re-] made not 
to operate, and the unauthorized use is prevented 



[Translation done.] 
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♦ NOTICES* 

Japan Patent Office is not responsible for any 
damages caused by the use of this translation. 

1. This document has be n translated by computer. So the translation may not reflect the original precisely. 

2. **** shows th word which can not be translated. 
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DESCRIPTION OF DRAWINGS 
[An easy explanation of a drawing] 

[ Drawing 1 ] It is the system configuration view of this invention. 

[ Drawing 2 ] It is the explanation flow chart of this invention of operation. 

[ Drawing 3 ] It is the example of a table of this invention. 

[ Drawing 4 ] It is the digital right box detailed block diagram of this invention. 

[ Drawing 5 ] It is the unauthorized use prevention flow chart of this invention. 

[An explanation of a sign] 

1: Center 

2: Digital right box cooperation means 

3 and 1 3:contents managed table 

4 and 14:contents use managed table 
5, 15:terminal control table 

6 and 1 6:contents management tool 
7: Circuit 

11: Distributed position system 

12: Digital right box 

17: Server cooperation means 

18: Contents data registration means 

19: Unjust prevention means 

21: Terminal 

22: Contents use means 

23: Processing means 

24: Input unit 

25: Output unit 
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DRAWINGS 



[ Drawing 1 ] 











3 


6 
























J_2 :WJHWW»n 



1 3 


r' 16 



























24 



5 
25 



[ Drawing 2 ] 
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[ Drawing 3 ] 
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[ Drawing 4 ] 
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[ Drawing 5 ] 
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